How to keep your child
safe online
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Digital Childhood Yo u

* 34% of pre-school children (aged 3-4) own their own tablet
device.

e By the age of 7, 53% of children in the UK own a mobile
phone.

* QOver 80% of 10 year olds have their own smartphone and by
the start of Year 7 this figure is over 95%.




Family agreement

A family agreement is a great way to start a conversation with your whole family about
how you all use the internet, and discuss together how to behave in a positive way when
online at home, at school, at friend’s houses etc. Bear in mind it is difficult to have
complete control over your family’s internet usage, however a family agreement is a great
way to set clear expectations for positive and safe internet use.

Make sure that both adults and Review your agreement in the
0 young people are open to 9 future to make sure it reflects the

changing their online behaviour current needs and ages of your
as a result of your agreement. family

Make sure your agreement works Consider your tone - Are you
g for your whole family and e focusing on negative behaviour or
everyone is happy with it promoting positive behaviour?

Starting questions

Who is this agreement for?

What do we use the internet for?
Adult's use

@eﬁeﬁeﬁn@%
|

SpUCEUne

A ealtion, Co

Why are we creating this family agreement?

www.childnet.com/have-a-conversation
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APPS AND THEIR AGE RATINGS
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Examples of Text Acronyms Parents
Should Know

* PIR - Parent in room
* CD9 - Parents around/Code 9

* KPC- Keeping parents clueless
* (L)MIRL - Let's meet in real life
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General Tips When Using Parental Controls

Don't let your older

r"" Know that you can't ; :
3 J ; ¢ 5 children be restricted by
L_:gﬁ control everything. (| .

settings for younger ones.

If you use streaming

Note that gaming = .
o0 o consoles and other d N serche, checkthe
devices have their own olptiions el cenidtels
on those as well.

separate parental controls.

Check to see if your

/’\G Change your PIN and
] m smart TV has separate or

—___! passwords regularly.
—— more specific options.

Research how kids might try to
bypass controls ahead of time.




UK Saofer
Infernet
Centre

www.saferinternet.org.uk
&‘ .‘ 4 E E ' “ parental Controls
= Stepbystepgytflj ‘

for Sky Broadband Customens !

How to set up the parental controls offered

How to set up the parental controls offered How to set up the parental controls offered \
by TalkTalk

by BT by Sky

The 4 big internet providers in the
st UK - BT, Sky, TalkTalk and Virgin
Media - provide their customers with
oo et me e s oo 3@ A FIREE parental controls which can

" be activated at any time.

Virgin Media Security




How to set up Screen Time as a parent on a child’s iPhone or iPad

Open Settings on your child’s iPhone or iPad

Tap Screen Time

The first time you open Screen Time, you’ll see a splash screen with the option to Set up as
a Parent, tap that

Follow the prompts to customize Downtime, App Limits, Content & Privacy, and creating
your Parent Passcode

If you’d like to make any adjustments, you can always return to Settings - Screen Time
Alternately, you can remotely manage devices connected to your iCloud account via Family
Sharing. Head to Settings - Your Name -» Family Sharing = Screen Time.

11:5659 W T 11:559

{ Back { Back

(O] Parent Passcode
DOWntime App Limits Content & Privacy Create a passcode that will be required to

allow for more time, or to make changes to
Set a schedule for time away from the Set daily time limits for app categories you You can customize content and privacy Screen Time settings.
screen. Your permission will be required to want to manage. After a limit has been settings in Screen Time settings.
allow more screen time. Calls, messages, reached, your permission will be required to
and other apps you want to allow can still be allow more time.
used.

All Apps & Categories

Social Networking * Restrict Content
You can restrict explicit and

End 0.AM mature content in the iTunes and
Saines App Stores, Music, and websites.

Start

Get a weekly report with insights about your % P %
screen time and set time limits for apps you Restrict Prlva_cy Settings .
Show All Categories You can require your permission
want to manage. i
to make changes to privacy

If you're a parent, you can get reports for settings.

your child’s screen time, and set limits and
restrictions for apps, content, and privacy
settings.

Continue Set Downtime )
Continue
( Set up as Parent ) ot Now ot Now




Here’s how Screen Time looks during
Downtime and when an app’s limit has

been reached:

( AT&T

Wednesday, June 20

X Sonos

X Activity X Camera X Photos

R
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o 3
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Clock X Reminders

X Calendar

(O]
Swipe up to open

o
.

X Slack X Spark X WordPress X GoogleCale...
.

X CARROT®

X YouTube

X Tweetbot

X Notes

X

Time Limit
You've reached your limit on YouTube.

Ignore Limit

Remind Me in 15 Minutes

Ignore Limit For Today

Cancel




When you create a Google Account for
child with Family Link, you can set screen time
limits on their Android device.

Open your phone's Settings app. Tap Digital
Wellbeing and parental controls. Tap the
chart. Choose how much time you can spend
in that app.




Snapchat is a photo sharing app for
and The app

allows users to share images fora
limited number of seconds, chat with

‘Fonnlto Bmlo Roy A Is a 1r« to play section of the
game'’l 100 players dropped on to
an Isllnd lvo bus wh n Iha hnvc to <ompo
until one survivor remains. The ing play
the island wins the game. Players hav to ﬁnd Itams hlddtn
around the island, such as weapons, to help them survive
longer in the game. To make ame harder, there is an
added twist called ‘the storm; which reduces the size of

hef.

users dis and the island from the start of gameplay, making the players

sharei |ma es Wlth their fnends list closer together in proximity. The game is available on PC,
rough a 'S‘Ol'y. PlayStation 4, Xbox One, Mac and iOS.

&' AddFriends

g/

Wha { parens need fo know about,

SNAPCHAT

‘SNAP STREAKS'

102017, Snapchat introduced a new feature “Streaks’tell users how many days in a row they
"Snap Map; which allows users to see the have spoken or sent snaps’to one another. What's

pacrocer 5 Some i

list bn - save
tha work Usars ot viaw s chled &30P Fnumbe ethi Usars may sometimes forget that
Mop: example,

SCREENSHOTS

'mllhml’l imenick Is that all
5, by v

SNAP MAP

nd users can pe if ure app and

pict
to their friend, broaking their 200-day streak, this trust. - ‘ q A
OCIA DIA
This can put an incredible amount of pressure on - A N 0
children to keep streaks. tige . o

your child from their home to their school.

SEXTING I cANBEADD

Due toSnaps’ 500N after they’ ( send a one second
photo or video), Snapchat has become the chosen platform for sending sexually explicitimages
or'selfies’ to someone. The short amount of time gives children the confidence to send the
pictures.

Once a photo/video has been screenshotted, this can lead to further dangers, such as blackmail

and cyberbullying. It is illegal to make, possess, download, store and share sexual Images,

photos and videos of a person under the age of 18. This also includes any sexual images, photos AN BE PLAYED O 0
and videos that a child may have taken of themselves.

However, if a young person s found creating or sharing images, the police can choose to record
that a crime has been committed, but that taking formal action isn’t in the public interest.
National

lonal Top Tips
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TURN OFF ‘QUICK ADD’ \

‘Quick add" Thisis N
‘based on mutual friends or if their number is in their phone .
se) it can b 9 9 hat yous

child turns off the Quick Add'feature.

REPORTING INAPPROPRIATE (ONTENT
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>

THINK BEFORE YOU SNAP

Ensure that your child knows that ‘Snaps’can be
and tea

that if they

[ { b

T RISKS OF SEXTING

bout this topic with

@ themseives, then t mnwnmrlnxbmmcumummuqvumamm
of sexting You can

risks prior to com. Ifthe

ntact CEOP

THINK BEFORE YOU SNAP
Ensure that your child knows that ‘Snaps’ can be J

o 1 h asthe
ds and message lasted forever.

Ps HOW TO DEACTIVATE SNAPCHAT
that your L) “ i 00K O A i

the top- desktop or on their £
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€ VouTubeKids B YouTube

Separate app made just for kids New parent supervised experience




Greet vyour child
with a smiile,
¢ not a mobile
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LEARN THE UNDERWEAR RULE

AND YOU’VE GoT
17T COVERED)
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Rational 7 questions to help you start a conversation

Safety with your child about online safety Which a P ps/ games are you u Si ng
TENERRSd  at the moment?

Which apps/games are you
using at the moment?

LB
“ THIS WILL GIVE YOU A GOOD OVERVIEW OF THE TYPES OF THINGS YOUR CHILDREN
ARE DOING ON THEIR DEVICES, ALONG WITH THEIR INTERESTS. REMEMBER THAT

: bi I :
THEY MIGHT NOT TELL YOU EVERYTHING THEY ARE USING, SO IT IS A GOOD IDEA L W h I C h e S I t e S ‘ . ‘ ' u e nJ ‘ '
TO ASH THEM TO SHOW YOU THEIR DEVICE. BECAUSE NEW APPS AND GAMES ARE .

RELEASED REGULARLY, IT IS IMPORTANT TO HAVE THIS CONVERSATION OFTEN TO

i d why?
using and why-

ENSURE YOU ARE UP TO DATE WITH WHAT THEY ARE DOING.

(¥

Which websites do
enjoy using and why?

AS IN THE TIP ABOVE, ASHING THIS QUESTION WILL ALLOW YOU TO FIND OUT WHAT YOUR
CHILD IS DOING ONLINE, AND ENCEIURAGE POSITIVE CONVERSATIONS ABOUT THEIR ONLINE
ACTIVITY. ASH THEM HOW THEY USE THE WEBSITES, AND TAHE AN INTEREST IN HOW
THEY CAN USE THEM IN A POSITIVE WAY, ALSO ASHING THEM TO SHOW YOU IF POSSIBLE.

How does this game/app work?

3 How does this game/app work?
YEZ Can | play? I | ?
Can | play:
SHI]W l GENUINE INTEREST IN WHAT THEY ARE DOING. WHILST YOU ARE PLAYING A GAME OR USING AN
THEM, IT MIGHT HIGHLIGHT SOMETHING THAT THEY DON'T NECESSARILY THINH IS A
"J I'IINGER Tl'l THEM. IF THEY ACT LIHE THEV UUN Y VIAHT TO SHARE THEIR ACTIVITIES WITH YOU,
=% K Do ou ha.ve gns .‘ . . ?
J online friends? s D h I f d
O yOU have any online 1rienads:
CHILDREN CAN FDRH PUSITIVE RELATIUNSNIPS WITH PEOPLE ONLINE INU TNIS NAS BECUME
M E COl M I-PLAYER OPTIONS, BUT (")
T R TW l FRIEND AND A STRAI
llUESTI N MDRE SPECIFIC TD YOUR CHILD, FOR EXAMPLE: "HAVE Y
THAT YOU LIHE TO PLAY GAMES WITH?" THEY MAY NOT WANT TO SHARE THIS INFﬂNMATIUN
WITH YOU, SO ENSURE YOU TEACH THEM ABOUT HEALTHY RELATIONSHIPS. =
¥ D k here t f
B P oeusiinenunereiogotorhelp? o you know where to go for
@\ - ’ ALTHOUGH YOU MAY BE THE ADULT THEY TRUST THE MOST, SOME CHILDREN STRUGGLE TO TALH ?
WA N childiine. ; ABOUT WHAT HAPPENS ONLINE DUE TO CIIIIFUSIIJN OR EMBARRASSMENT. BECAUSE OF THIS THEY e
\ g0011l ? MAY STRUGGLE TO APPROACH THE NORMAL PEOPLE WHO WOULD HELP, SUCH AS YOURSELF OR A .
TEACHER. HAVE A CHAT TO YOUR CHILD ABOUT EXACTLY WHERE THEY CAN GO FOR HELP, AND HOW

THEY CAN REPORT ANY ACTIVITY THAT THEY BELIEVE IS INAPPROPRIATE ONLINE.
@ -

Do you know what your

L& personal information |s7 ' 0 6

YOUR CHILD MAY ALREADY HNOW WHAT THEIR PERSIJNAL INFDRMATIUN IS BUT
THEY MIGHT NOT THINH ABOUT HOW N BE E A CONVERSATION
ABOUT WHAT PERSONAL INFORMATION IS AND HDW THlS CAN AFFECT THEMIF IT IS
SHARED BEYOND THE INTENDED RECIPIENT. IT IS IMPORTANT THAT VUUR CHILIJ
UNDERSTANDS THE DANGERS OF SHARING CONTACT DETAILS OR PHOTOS, AS °
INFORMATION SUCH AS THIS CAN SPREAD QUICHLY ONLINE. 5

Do you know what your personal
information is?

Do you know your limits? ) j

CHILDREN MAY NOT UNDERSTAND THE NEGATIVE IMPACTS OF DEVICE OR GAME ADDICTION. TALH
TO THEM OPENLY ABOUT HEALTHY HABITS AND ASH WHETHER OR NOT THEM SPENDING TIME

ARE GENERAL| S EAD ON TO EN
ILYERNATIVE ACTIVITIES Allll DISEUSSINE THE INTRDDUCTIUN IlF TIME LIMITS WHEN AT HOME.

4

www.nationalonlinesafety.com Twitter - @natonlinesafety = Facebook-/nationalonlinesafety  Phone-0800368 8061

Do you know your limits?




Stay Safe oniine

Remember the 5 SMART rules when using the internet and mobile phones.

6 631333 Keep safe by being careful not to give out personal
information - such as your full name, email address, phone
number, home address, photos or school name - to people you are

chatting with online.

@” (2033035 Meeting someone you have only been in touch with online

can be dangerous. Only do so with your parents’ or carers’ permission
and even then only when they can be present.

' ACCEPTING:

or someone online may be lying about who they are. Make sure you

E) | JA131:1X33 Information you find on the internet may not be true,
check information before you believe it.

Tell your parent, carer or a trusted adult if someone or something

makes you feel uncomfortable or worried, or if you or someone you
know is being bullied online.
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